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Software

Free space: Software
99% (19.8 MB)
Fitter: b and install package: Actions:
1 Update lists. H Upload Package. ] Configure opkg..
Available | Installed
« No packages »
Package name Version Size (.ipk) Description

No information available
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Executing package manager

= Waiting for the opkg update command to complete. ..

2\ BAOUBIREF e e )m, il Dismiss[iRH)D .

Executing package manager

Downloading http://downloads.copenwrt.org/releases/19.07.2/targecs/bcm53xx
/generic/packages/Packages.gz

Updated list of awvailable packages in /varfopkg-lists/openwrt core
Downloading http://downloads.openwrt.org/releases/19.07.2/targets/bom53xx
Sgeneric/packages/Packages.=sig

Signature check passed.

Downloading http://downloads.copenwrt.org/releases/19.07.2/targets/bcms3xx
Jogeneric/kmods/4.14.171-1-303f4da08205392h7d7ecaTl5kbleclbs /Packages. gz
Updated st of available packages in /fvar/opkg-lists/openwrt kmods
Downloading http://downloads.openwrt.org/releases/19.07.2/cargecs/bem53xx
/generic/kmods/4.14.171-1-9b3f4dad8295392b7d7eca7i5bleelbs/Packages.sig
Signature check passed.

Downloading http://downloads.openwrt.org/releases/19.07.2/packages

farm cortex-a9/base/Packages.g=

Updated list of available packages in ,-"'-Jar,-"c:pkg—llsts,-"c:penwrt,_base
Downloading http://downloads.openwrt.org/releases/19,07.2/packages

farm cortex-a%/base/Packages.sig

Signature check passed.

Downloading http://downloads.openwrt.org/releases/19.07.2 /packages

farm cortex-afS/luci/Packages.gz

Updated list of available packages /var/opkg-lists/openwrt lucl

g http://downloads.openwrt.org/releases/19.07.2/packages

/arm cortex-a%/luci/Packages.sig

Signat check passed.

Downloading http://downloads.openwrt.org/releases/19.07.2/packages

farm cortex-al%/packages/Packages.gz

Updated list of available packages in /var/opkg-lists/openwrt packages
Downloading http://downloads.openwrt.org/releases/19.07.2/packages

farm cortex-a%/packages/Packages.sig

Signature check passed.

Downloading http://downloads.openwrt.org/releases/19.07.2/packages
,-"axrr:_cextex—aQf:curinngackages.c_xz

Updated list of available packages in /var/opkg-lists/openwrt routing
Downloading http://downloads.openwrt.org/relsases/19.07.2/packages
farn;ccrtex—aQIZGEEingfPackages.sig

Signature check passed.

Downloading http://downloads.openwrt.org/releases/19.07.2/packages

farm cortex-a9/telephony/Packages.gz

Updated list of available packages 1 I?arfcpkg—llstsfcpenwrt_telephcny
Downloading http://downloads.openwrt.org/releases/19.07.2/packages
farn;cc:tex—agftelephcnyﬁPackages.sig

Signature check passed.

2 Dismiss




WMILTE Filter:OifiiE) FRHPEALI, AR _openssh-sftp-server []

ikt _openssh-sftp-server  [#EEL S5 Install] 3%

Software

Free space:

Filler, Download and install package: Actions:

3 openssh-sftp-server Clear OK ‘ Update lists J[ Upload Package: J Configure opkg...

Available  Installed | Updates

Displaying 1-1 of 1

Package name Version size (.ipk) Description

openssh-sfip-server 8.0pi-1 392 KB OpenSSH SFTP server. 4 Install

Powered by LuCl openwrt-19.07 branch (git-20.057 55219-13dd17f) / OpenWrt 19.07 2 r10947-65030d8113

5\. fER R BERE, il InstalllZee) , HEFReiam®R . WAaEHTEE, A
7 Dismiss[JiBH)

Details for package openssh-sfitp-server
= Version: 8 Op1-1
s Size: ~38.7 KB installed
s Dependencies:
L libopenssi 1 {1.1 MB) [T
L zlib (40 2 KB) [GilE
Description

Open35SH SFTP server.

Require approx. 1.2 MB size for 3 package(s) to install. 5

[[] Overwrite files from other package(s) Install

JHILTE Filter:Difie) FEPEANLRR, BRI luci-app-openvpn_[]

\. sidibs A _luci-app-openvpn_ LS5 InstalllZ%8)



Software

Free space:

Download and install package: Actions:

6 [ luci-app-openvpn

Clear OK

{ Update lists....

][ Upload Package... ] Configure opkg...

Available Installed = Updates

« Displaying 1-30 of 30
Package name Version Size Description

(ipK)

Iluci-app-openvpn git-20.113.71444-50c05f3-1 12.3 KB LuCl Support for OpenVPN
lucH18n-openvpn-bg  Qit-20.113.71444-50¢05f3-1 12KB Translation for luci-app-openvpn - GbArapcki (Bulgarian)
luci-i18n-openvpn-ca git-20.113.71444-50c0513-1 58 KB Translation for uci-app-openvpn - Catala (Catalan)
lucH1i8n-openvpn-cs  Qit-20.113.71444-50¢0513-1 7.2KB Translation for luci-app-openvpn - CeStina (Czech)
luci-i18n-openvpn-de git-20.113.71444-50c06f3-1 69 KB Translation for Juci-app-openvpn - Deutsch (German)

V===
(S

8\. fE R R ESER, i InstallDzeds) , &
i Dismiss[JiRH) .

Install.

Install.

Install.

Install.

AR B ELARE RS, W

Details for package luci-app-openvpn

= Version: git-20.113.71444-50c05f3-1
s Size: ~11.5 KB installed
= Dependencies:

L luci-compat (37 9 KB) (RISl i)

L luci-base [[EENED)
L lua

L liblua5 1.5 [[EEEED
luci-lib-nixio
luci-Hib-ip [EETEED
L libnitiny
rped (ISEIED)
L libubus20191227

L libubox20191228 [HEEED)
L libuci20130104 [[ENED)
L libblobmsg-json

L libjson-c2 [

Tl 1o

=

L libubus-lua
L luci-lib-jsonc
L liblucinttp-lua

L liblucinttp0
rpcd-mod-file [[EZINE
rped-mod-luci
cgi-io

e e

Description

LuCl Support for OpenvPN

Require approx. 49.5 KB size for 2 package(s) to install.

[ Overwrite files from other package(s)

B Install

9\. ML AE Filter:Oifig) FEHENLFK, ERFAE _openvpn-openssl_[]



10\. MR _openvpn-openssl_ {554 ) InstallZ %% )

Software

Free space:

AL Download and install package: Actions:
9 |npenvpn—npenss\ Clear OK. Update lists... ” Upload Package. ] Configure opkg.

Available  Installed = Updaies

« Displaying 1-1 of 1 »

Package name Version Size (.ipk) Description
‘openvpn-openss| 2472 1842 KB Open source VPN solution using OpenSSL 10
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U\ AR R B R, i InstallJ2e3) , HAERr e bR i icdes s,

7 Dismiss[JiBH) .

Details for package openvpn-openss/

= Version: 2.4.7-2
s Size: ~183.7 KB installed
» Dependencies:
L kmod-tun (16.6 KB) [&
L kerne!l [[EAS
L liblzo2 (37.5 KB) [[EL

L libopenssi 1 [[EEEED

Description

Open source VPN solution using OpenSSL

Require approx. 2378 KB size for 3 package(s) to install. 11

[] Overwrite files from other package(s) Install

12\. 4% F5 8 TRl DURR SR Fii, A EE4T VPN BoE .

82 b fERUNN . QUESCIFIRANSCA DA UE RO PIA B84, AR5 RSO B AR 3 BE ih 2%

PAHT VPN 42,

1\. #i 4% Documents/3C 3% .

2\ A R SO A S AL, s New[DBr 0> Folder3CfF%) .



3\ RFIXANET A K 4 04 PIA_Setup(]

4\. Xiti PIA_Setup SCHFIEH EH4TIT

5\. A s e s A AL, TS New[Ei 2> Text Document[SCA RS .

6\. KX AN 444 _credentials.txt ]

T\. fEILFAFHTIT credentials.txt_[]

8\. FESCA SR —1T, HANEH) PIA 40, HagaUaeoh _pl234567 _[ifn HICiA & oy RT3
(XN

O\. FESCRAIIEE —AT, BEANTER PIA"p-ligin" &0l ; MK/ BN VIS BE 1A%, (HIEA L
FER P P AR TP EAT B2 e (WERIEH “x-login "X 2 A FIRE Y, 1H201EH . D

10\ sy X OPLRPAHCHAE M.

LI\, R, i SavefR A7)

12\ S5 R BL R 30, BRI 4 Ctrl Al C S mlias A5 58 i i SR 52 SUAR

“scp Documents/PIA_Setup/ root@192.168.1.1:/etc/openvpn’

13\. [AIf#% Windows ##Fl1 R 8, LATHIZITHRAT

A\ A cmd_ JFH Enter 8, LUITTTF oy 4R

15\. [AlIf 4% Ctrl F V 8, 06 5 okt dy 2 R 2y 2 JR 7 80 1, P 4% Enter 82 LUEAT

.



16\. REG T RE M R e I Bk 2k, ST ZHE N yes JF1% Enter %L GEE: BB A
NN T, ERAN BT S PR GRS SR R )

1T\ RERIUREMA BB ERER , WHASCRE B IR Enter 8. GEE: i AUH
B 22 EARBEN I, (B 20D £ RGBT R TR )

18\. fr A HoRfTTfiMEST T credentials.txt S04, SRG AT LLe I S HOR AT E 1.

B8.8KB/s 80:80

% 3 VPN - OpenVPN[] |14 OpenVPN Fi & S IF kAT b Bz ek,  DAE LEDE {5 FH T
B ZEUjn) OpenVPN FCE FUT, 1 7E M 145 FH I (1 IO 5 52k ity VPNOARJG sl T hi il
7] OpenVPNIX I L 7E NP At E = En.

1\. 7£ OVPN BCE SCF EARSCARKE R 7B, NS VPN SERA A — Ml PE A P

2\. H i Browse...[Jo%) .

3\. HIE & A EAETT R Z I DRAF K] OpenVPN SCAFIISCIER, RS 1 B X A 55 2 L rikt
82 FR S o

4\. miidy Open[#T7F) LU XA At

5\. st Uploadd bA%) , BLEAESCIFIFAIEE VPN FLE .



OpenWrt  status~ System~ | VPN~ | Network~ Logout

OpenVPN

OpenVPN

Downloads > openvpn-nextgen
. Sz - Protocol

wep N - |
= = - |

v ‘Ado}

OVPN configuration file upload

1 PIA California 2| Browse... | No file selected. 5[ Upload ‘

‘ Save ] Reset 1

6\. s I HTER 514 Enabled[ /5 ) ik,

7\. Kiili Save & ApplyOfRAFIFRIA]) » LA d 4% s

N

8\. sl SFT L BN B Edit0gm4E) #4, X AT TR E DLBEAT D VF B L

OpenVPN
OpenVPN instances

Below is a list of configured OpenVPHN instances and their current state

Name Enabled Started Start/Stop Port Protocol

custom_config O no I start - ‘ Delete ‘
sample_server O no start l 1194 udp ‘ Delete ‘
sample_client | no start - udp ‘ Delete

PIA_Texas_Strong 6 no start 1197 udp Sm Delete ‘

Template based configuration

Select template ...

OVPN configuration file upload

Browse... | Mo file selected

o B
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9\. F 24 AR auth-user-pass HI—47. ¥ LA CARBNIME R —479, FAEE
5 Jetc/openvpn/credentials.txt_ Z [Alff N —N2EHE o IXAT RN FTs:



auth-user-pass /etc/openvpn/credentials.txt

INANEN

10\. BHEAEIXAT T2 compress[# LA N SCAB IR [F 47, AT _lzo_ ZAHHEAN 7
¥ o IXATRIUTT From:

compress Izo

ENRNEN

LI\, mids Save[JfRff) -

Overview » Instance "PlACalifornia”

Section to modify the OVPN config file (/etc/openvpn/PIACalifornia ovpn)

| client
| dev tun

proto udp

| remote us-californis.privacy.network 1198
resolv-retry infinite
| nobind

persist-key

persist-tun
cipher ass-128-chbc
| suth shal

| reneg-gec 0
<crl-verify>

Section to add an optional 'auth-user-pass’ file with your credentials

=12
=13

/etc/openvon/PIACalifornia suth)

14 28
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I\ £ WAN ZIZR (15510, sidi EDitD4H) o

AUTO REFRESH ON

Interfaces | Global network options

Interfaces
Protocol: S
Uptime: 1d
LAN
B () Restart Stop Edit [ Delete
brlan

IPVB: Td0d-961e:d20::1/60

Protocol: DHCP client
va Uptime: 1d 22h 32m 275

1
- MAC: AQ:40:A0'94:08:4E e |7DE‘Ete
Lt RX: 236 31 MB (466956 Pkis ) S S
# TX: 10.94 MB (87708 Pkis )

IPv4: 132 188 86 116/24

e i e
il s iy Restart Stop Edit | Delete
e";"] 2 RX: 236.31 MB (486956 Pkis )

TX: 10.94 MB (87708 Pkis.)

Add new inferface
Emm
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2\ FEFT I Ed, S THER Y Advanced Settings[JsiZk i B ) LK.

3\. BUH % Use DNS servers advertised by peer[[f# %545 5 /2 45 i DNS JR%54%) 5 X
7~ Use custom DNS servers[fii [l F 72 X DNS R55%8) #AF:.

AN\HIN 209,222 18.222 , B M ERINAESEAR + CLESINSE DNS JR45 5% .

5\. F A 209.222.18.218 , FEEHHIAFSHAN + LAtk DNS R4 %% .

6\. Hiir Save[Jf#FE)



Interfaces » WAN

General Settings | Advanced Settings | Physical Settings |~ Firewall Settings

Use builtin IPv6-mana

2

Forc |

@ setinterface properties regardless of the link carrier (If set, carrier sense events do not invoke hotplug
hanalers).

Use broadcast flag  [J
@ Required for certain ISPs, e g Charter with DOCSIS 3

Use default gateway

@ If unchecked, no default route is configured

Use DNS servers advertised by3
PEET @ If unchecked, the advertised DNS server addresses are ignored

Use custom DNS servers 4] 209 222 18 222
5[ 200.222 18 218

Use gateway metric

Client ID to send when
requesting DHCP

Vendor Class to send when
requesting DHCP

Qverride MAC address

Override MTU

mp-c3

7\. A7 Add new interface...J¥s g 1) LLGIE: VPN FEiE .

8\. M A — Ak, FATHIAZ _PIA_VPN_[]

9\. X}F Protocold#rii) , i%i%# UnamangeddE%Z%E) .

10\. ity Interface[#2 1) THFIFE, SRELEIREREEN HE LM _tun0_ ##4% Enter .

11\. 5 il7 Create Interface[J8 &4 1)



Add new interface...

name3 | PIA_VPN

Bridge interfaces (]

@ creates a bridge over specified interface(s)

Interface unspecified

unspecified.

& Bridge: "br-lan” (lan) 11 Create interface
% Ethernet Switch: "eth0"

% Switch VLAN: "eth0 1" (lan)
' Switch VLAN: "eth0 2" (wan, wane)
:" Ethernet Adapter: "eth1"
* Ethernet Adapter: "eth2"
&£ Alias Interface: "@lan”
st Alias Interface: "@wan"

* Alias Interface: "@wang"

12\. M Save[JfRf7) -

Interfaces » PIA_VPN

1gs | Physical Settings | Firs

Bridge interfaces  []

@ creates a bridge over specified interface(s)

Interface | g2 tun0

12

13\. i Save & ApplyOfRAFFER D LA A X LB o

%05 B MZ% - BikEE: SRR ZINAIBE KBS, LA Ve RS TE SR . B B
KEGFHH, 15 AL TR SE b ) NetworkOR48 ) JRAE H LA T 3 b il FirewallgBi -k
B 5 XPIICAE T B GRER.

I\. 7E525 WAN => Reject [J—A7H, s Edit0gniE) 124,



General Seftings

Firewall - Zone Settings

The firewall creates zones over your network interfa|

General Settings

Enable SYN-flood protection Firewall

Drop invalid packets [

Input
Output

Forward

Routing/NAT Offloading

accept

accept

reject

Experimental feature. Not fully compatible with QoS/SQM.

Software flow offioading [

@ Software based offloading for routing/NAT

Zones

Zone = Forwardings

lan = [
wan =
(]

Input Output
accept & accept
reject ~ accept

Forward

accept

reject

Masquerading

]

mn

Delete ‘

2\. 7t Covered Networks[Jfi 78 i M 4%) FHrslEr, %

3\. s Savef#AE) -

G PIA VPN B2

Firewall - Zone Settings

General Settings

This section defines common properties of "wan”. The inpuf and outpuf options set the default policies for traffic entering and leaving this zone while the
forward option describes the policy for forwarded traffic between different networks within the zone. Covered nefworks specifies which available networks

are members of this zone.

Name

Input

Qutput

Forward

Masquerading

MSS clamping

Covered networks

reject

accept

reject

PIA_VPN: 2= || lwan: 3=

&

The options below control the fo
wan_ Source zones match forwar

not imply a permission to forward fi

Allow forward to destination
zones:

Allow forward from source
zones:

[Tian: g=
Mwan: g
[ wan6: =

O

Tanfan: 3=

other zanes. Destination zones cover forwarded traffic originating from
. The forwarding rule is unidirectional, e g. a forward from lan to wan does




4\, fitdy Save & ApplyfR-AEFHM D .

TEIAE ORI S 5 VPN 48 T . 3R [F15] VPN 412 3% $% OpenVPNn T~ & 41t
SEER R p S AIEE Y OpenVPN FLE 551411 Startl)ash) o EEMINE, X MEES
7 StartedCm3h) FIHEoR yes[

Openiirt

OpanVPN
OpenVPN inslancas
Echow Iz = Azt al comfgurcd Open'sPH Instanzos and helr cumest sialz
Hamig Ensldzd Ered FlertiSlep Parl Prokc

cussam_confiy [m} n i “ e e
1184 i “ HER ]
samelz_client O n: abarl udz el

EHITEE =R l | ne

B IHEne Shong =] R (20|

o

Template based configuration

Vabmd lsnple e

CWVFH configuration fila upload

Browsn_. | Mefe soipded st |
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